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Abstract 

Studies on cloud based e-banking (CBEB) is dominated by technical studies and 

industrial report. Most of previous studies focused on the individual perspective related 

to the usefulness and usability of the technology while the technological perspective that 

focus on security, privacy, trust, and availability received limited studies. The purpose 

of this study is to investigate the effect of technological related factors such as security, 

privacy, trust, and availability on the adoption of CBEB among employees in Libya. The 

population of this study is the IT professional employees in nine Libyan private banks. 
Data was collected using random sampling technique. A total of 309 responses were 

collected. Findings of the study indicated that technological factors affect the 

behavioural intention use CBEB. Satisfaction mediated partially the effect of 

technological factors on behavioural intention to use CBEB. Enhancing the trust, 

security, and privacy will lead to better adoption of CBEB among employees in Libyan 

private banks.   
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1. Introduction  

Cloud computing is considered as a new paradigm in the Information Technology (IT) that has originated in 2007 [1]. It 

is a result of innovations in Internet technologies, hardware technologies, systems management, and distributed 

computing [2].  It is a dynamic technology platform that addresses a wide range of needs by providing cyber-infrastructure 

to maintain and extend information storage capabilities. In addition, cloud computing provides access to software and 

hardware without large capital investment and provides easier access to applications and services that can be realized 

with minimal service provider interaction [3]. This has enabled cloud computing to develop as a technological innovation 

that can handle large amounts of information that are transferred and stored via electronic applications.  

Prior works on cloud computing attempted to find the factors that encourage users to adopt and use the technology. 

Several studies have used the Technology Acceptance Model (TAM) by (Davis 1989) while other found  that  Models  

such  unified  theory  of  acceptance  and  use  of  technology  (UTAUT)  by [4],  Diffusion  of  Innovation  (DOI) [5],  

and  Technology-Organization-Environment framework (TOE) by [6] have also contributed greatly to the understanding 

of the factors that affect and can explain the variation in the adoption of technology. Nevertheless, previous studies has 

no general agreement on either the factors or the theories that can be used as a reference to explain the adoption of 

technology [7].  

Consequently, the purpose of this paper is to identify the factors that affect the adoption of cloud computing as well as to 

find the most prevailing theories and statistics related to the adoption of cloud computing by users. The paper consists of 

eight sections.  First section has introduced the topic and highlighted the issues of this study as well as the objective.  The 

methodology of this paper is given in second section followed by the literature review in the third section.  Fourth section 

presents the findings followed by the discussion in fifth section.  Limitation of this paper as well as direction for future 

work are given in sixth and seventh section respectively. Last section concludes the paper. 

 

2. Research Methodology 

This study is a quantitative in nature. It reviews the existing literature to identify the factors that affect the cloud computing 

adoption.  Key words such as adoption of cloud computing, factors affect cloud computing, cloud computing, adoption 

theory, and a combination of these words were used to identify the related articles that fit in the context of this study.  The 

period of the articles was between 2011 and 2017 other articles that earlier than 2011 were not considered due to the fact 
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that cloud computing widely spread during the year 2011. Majority of the articles were taken from emerald (91), science 

direct (109) and IEEE (41). A screening process was conducted to refine the articles and focus on only those that are 

related to topic of this paper. As a result, a total of 27 articles were considered in this study. Figure 1 shows the process 

of refining the articles. 

 

3. Literature Review 

This section discusses the definition, layers, and deployment of cloud computing.  It also discusses the factors that affect 

the cloud computing adoption. 

 

3.1 Cloud computing 

Cloud computing is a newly emerged technology and it has been adopted in several industries to facilitate the sharing of 

resources such as software, hardware, and application. Many stakeholders can benefits from the cloud and this includes 

the developers, network architects and end users [8]–[10]. The most cited definition of cloud computing is provided by 

the US National  Institute of Standards and Technology (NIST), which refers to cloud computing as a model for enabling 

convenient, on- demand network access to a shared pool of configurable computing resources  (networks,  servers,  

storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction [11]. Cloud computing has three main layers that includes software as a service or known as 

SaaS and platform as a service also known as PaaS, and infrastructure as a service known as IaaS [12]. Each layers are 

design to serve specific stakeholders. For example, SaaS is designed to provide services for end users, PaaS is designed 

to serve developers, while IaaS is designed to serve the network architects [13]. In this paper, the focus is only on SaaS 

because this paper is reviewing the factors that affect the adoption by end users who are the proxies of the organization. 

Several deployments can be found in cloud computing. Researchers agreed to classify cloud computing into four main 

deployment.  First deployment is the public cloud which offer by established companies such as Microsoft while the 

second deployment is the private cloud where companies hold the servers on their premises. The third deployment is 

called hybrid cloud which a mix of private and public and lastly, the fourth deployment is the community cloud which 

similar to the concept of alliance between companies to share the cloud servers [14] [15].  

 

3.2 Factors affect cloud computing adoption 

Several studies attempted to identify the factors that affect the adoption of cloud computing by business organization. 

This is because using technology will improve the organizational performance of these organization [16]–[21]. As a result, 

variety of findings were derived and several theoretical adoption theories have been used to explain the adoption. For 

example, the TAM model has been used in several studies.[22] examined the adoption of cloud computing by IT 

professional in Germany using the TAM model. The findings indicate that factors such as image, job relevance and 

perceived usefulness have affected the acceptance and use of cloud computing by IT professional in Germany. Similarly, 

[23] deployed the TAM model to identify the factors that affect the cloud computing adoption by Small and Medium 

Enterprises (SMEs) in Malaysia using data collected from the managers of these SMEs. The finding showed that ease of 

use and convenience is the biggest favourable factor followed by security and privacy and then comes the cost reduction. 

Shin (2013) also examined the adoption of cloud computing in public sector organization using TAM and collecting data 

via interview as well as questionnaire. The findings emphasized on the importance of usefulness and ease of use for the 

adoption. In addition, the finding also indicated that availability, security, reliability, and access affect positively the 

perception of usefulness while the availability and access only affect the perception of ease of use. Intention to adopt 

cloud computing is also affected by subjective norms. 

More studies have used TAM.  For example, [24] utilized TAM to examine the adoption of cloud storage in Germany. 

The findings showed that risk and usefulness affect the adoption of cloud storage. In addition, familiarity with cloud affect 

the ease of use while familiarity and satisfaction affect the trust in cloud storage. In the same vein, [25] uses the TAM 

model to examine the adoption of cloud services in Korea. The findings indicated that availability and access affect the 

ease of use and usefulness. In addition, security and reliability affected the usefulness which with ease of use affect the 

cloud computing adoption intention. Subjective norms and intention affect the cloud computing behaviour. [26] 

investigated the adoption of cloud computing in Taiwan using TAM. The finding showed that market effort, social 

influence, attitude, innovation, security and trust, usefulness, and ease of use affect the adoption of cloud computing. 

[27] also deployed the TAM model in Korean mobile cloud computing. Data collected from 1099 respondents and finding 

showed that perceived usefulness, connectedness, security, service and system quality, attitude, satisfaction and mobility 

are important factors for the adoption of mobile cloud computing in Korea. [28] investigated the adoption of cloud in 

Malaysia using the TAM and collecting data from 262 users. The findings indicated that perceived usefulness, subjective 

norms, and trust has a significant effect on attitude which has a significant effect on intention to use cloud computing. 

[29] investigated the adoption of cloud computing via mobile and deployed the TAM model. The authors collected data 

from 419 individuals using questionnaire. The findings indicated that switching intention is affected by perceived 
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usefulness and disconfirmation. Switching cost has negative effect on switching intention which in turn has positive effect 

on behaviour. 

Several studies used different adoption theory such as UTAUT, DOI and TOE.  For example, the TOE framework was 

used in the study of [30] in UK who investigated the adoption of cloud among employees and decision makers. The 

finding indicated that there are three potential adoption inhibitor which are security, data privacy, and portability.  Yang, 

Sun, Zhang, and Wang, (2015) investigated the readiness to use SaaS by Chinese companies.  The findings indicated that 

organizational readiness factor (IT infrastructure, top management support), technological readiness factors (relative 

advantage, simplicity, computability, experienceability), and environmental readiness (competitor, and business partner 

pressure) have significant effect on the readiness to adopt SaaS. [31] also utilized TOE to investigate the adoption of 

cloud computing by Irish companies. The finding indicated that technological, organizational and environmental factors 

have significant effect on the adoption.  [13] used the TOE to examine the adoption of cloud among high tech Taiwanese 

companies. The findings revealed that relative advantage, top management support, firm size, competitive pressure, and 

trading partner pressure characteristics have a significant effect on the adoption of cloud computing. [14] examined the 

adoption of cloud computing by IT professional and managers. TOE factors found to be significant in the context of cloud 

computing adoption in developing countries. [22] examined the adoption of cloud computing among SMEs in Saudi 

Arabia. The findings showed that all the factors of TOE are significant predictors of the adoption. 

[32] conducted a qualitative study in six European countries and found that from technological perspective, relative 

advantage compatibility, and complexity are important factors.  Form organizational perspective, desire for 

interoperability, reduction of IT management overheads, need for meeting security and environmental policies, and 

transparency of processes desire were identified to be positively influencing the adoption. From environmental context, 

bureaucracy, political matters and legal issues seem to be influencing cloud adoption in the public sector.   Similarly, In 

Jordan, [33] investigated the adoption of cloud computing among hospitals. An interview with five IT experts showed 

that adoption of cloud computing in the healthcare is affected by Technological context, which include privacy, security, 

and reliability.  From organizational context the factors include top   management support, and technology readiness. 

Lastly, from environmental   context   the   factors   include   government   policy, legal environment, and competition. 

The UTAUT model was also used in the literature.  Cao, Bi and Wang (2014 investigated the users’ adoption of cloud 

computing using UTAUT model and they found that risk, innovativeness, performance expectancy, effort expectancy, 

and social influence affect the behavioral intention to adopt cloud storage while facilitating condition and behavioral 

intention affect the use behaviour in China. [34] deployed UTAUT to find the factors that affect the cloud computing 

adoption in Saudi Arabia.  The finding showed that performance expectancy, effort expectancy, social influence affect 

the intention to use cloud computing. In addition, gender and experience were found to moderate the effect among the 

variables. 

The diffusion of Innovation (DOI) also utilized in previous studies. For example, the study of [35] interviewed IT 

professional to identify the factors that affect the cloud computing adoption in Taiwan. The finding showed that 

compatibility, business needs, security, standardization, and relative advantage are among the concerns of companies 

when it comes to the adoption of cloud computing. Researchers also used the theory of planned behaviour (TPB). [36] 

deployed the theory to examine the use of cloud computing in educational institution in Turkey. The result indicated that 

security, privacy affect significantly the attitude which in turn affect the intention. Intention affected the educational use 

of cloud computing. [37] deployed the two factors theory in United States (US) and found that users’ switching intention 

to cloud services was positively affected by switching benefits whose antecedents are omnipresence of cloud services and 

collaboration support.  The intention also was affected negatively by switching costs whose antecedents are satisfaction 

with incumbent IT and breath use of inclement IT. In addition, innovativeness moderated the effect of the benefit and 

cost on the switching intention. 

Combining theories is the norm of the literature.  In UTAUT, [4]combined eight models to come up with their UTAUT 

mode.  Research also combined theories and model to increase the explanation of the variation in the adoption of cloud 

computing. Combined TAM with Rough set theory to identify the factors that affect the SaaS adoption in Taiwanese 

high-tech companies.  The findings showed that items of social influence, perceived usefulness, security, and trust are the 

most important element that affect the adoption of SaaS. [38] combined TAM and DOI to investigate the cloud computing 

adoption between Portugal service and manufacturing companies. The findings showed that innovation characteristic, 

technology, organizational, and environmental context factors have significant effect on cloud computing adoption. TAM 

was also combined with TOE to investigate the adoption of cloud computing among finance and manufacturing 

companies in India. The findings showed that technological factors (relative advantage, compatibility, and complexity), 

organizational factors (organizational competency, training and education, and top management support) as well as the 

usefulness and ease of use have significant effect on cloud computing adoption. [39] to investigate the adoption of cloud 

computing in Taiwanese hospital. The finding indicated that data security, perceived technical competence, cost, top 

manager support, and complexity are the most important factors.  Further, among the proposed four dimensions the most 

important one is technology followed by human, organizational, and environmental factors. [40] examined six theoretical 

model that are service quality (SQ), self- efficacy (SE), the motivational model (MM), TAM, the theory of reasoned 

action or theory of planned behaviour (TRA/TPB), and DOI. The six theoretical model and the combined model showed 

acceptable explanatory power that can explain the adoption of cloud computing.  Table 1 shows a brief summary of the 
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review articles.  It shows the authors, country, industry, sample size, statistical method, adoption theory, and unit of 

analysis. 

 

4. Analysis  

The findings of this study are based on frequency analysis that have been conducted on the reviewed articles. First most 

important factors are presented followed by the most prevalent theoretical model, countries, sectors, methodological 

approach, sample size, and unit of analysis. Factors that affect the adoption were extracted from each article and the result 

of analysis showed that the most important factor for the adoption of cloud computing is the security (17) followed 

compatibility (14), relative advantage (12), complexity (11), privacy, ease of use and usefulness with frequency of ten for 

each. Top management support (9) is one of the important factors followed by technology readiness, competitive pressure, 

trust, with seven frequencies for each and personal innovativeness, reliability, and cost with six frequency of each.  

The theories that have been used in previous studies are shown in Figure 3. It shows that a total of 37% of the studies 

have used TAM followed by 28% deployed TOE, and UTAUT (6%), TPB (6%), DOI (6%). In addition, some of the 

studies have used single theoretical model and other have combined two or more models. Figure 4 shows that 81% of the 

studies used single theory while 19% has combined two theories or more. Majority of the studies were conducted in 

Taiwan (25%) followed by Korea (13%), Germany (9%), Malaysia (9%), Saudi Arabia (8%). Figure 5 shows the 

distribution of the countries where the studies have been conducted. The studies have been conducted on various 

industries. The highest percentage among the reviewed articles was conducted on high tech (29%) followed by education 

(21%), several industry (16%), public organization (11%), hospital (7%), and service and manufacturing (5%). The 

quantitative studies outperformed the qualitative studies. A total of 84% of the reviewed studies are quantitative in nature 

followed by 11% are qualitative and 5% are mix method. Figure 7 shows the methodological approach of the studies. The 

sample size of the 22 quantitative studies is presented in Figure 8. It shows that some studies have used a sample size as 

low as 30 respondents. The highest sample size is 1099 respondents. The mean of sample size in the studies is 247 

respondents. The respondents of the re viewed studies is given in Figure 9. It shows that 35% of the respondents are IT 

professional followed by 31% managers of companies. This is followed by 19% end users of cloud computing and 15% 

students. 

 

5. Limitation and Direction for future work 

We investigate the factors that affect the cloud computing adoption among business organization. Thus, our findings 

should not be generalized on other types of organizations. The findings of this study is limited to the articles that have 

been included in this study. Modification on the inclusion criteria of the article could result in different findings. The 

review articles only included empirical work between years 2011 and 2017. Expanding the period of research might lead 

to minor changes in the findings. 

Future   researchers   are   advised   to   conduct   studies   using   variable   such   as   security, complexity, computability, 

and relative advantage. This is because these variables were the most frequent in this study. They are also recommended 

to use theoretical model different from TAM. For example, UTAUT could better explain the variation in the cloud 

computing adoption. In addition, majority of the studies were conducted in developed and emerging economies such as 

Taiwan. Future researchers are recommended to conduct studies in developing countries especially the African countries 

because few of the studies conducted in this continent. High tech and education were attracted the attention of researchers. 

However, financial institution such as banks and public organization have received less attention. Future researchers are 

recommended to examine the adoption of cloud computing in these organizations. 

Majority of the studies are quantitative in nature.  Future researchers are recommended to conduct mix method or 

qualitative studies. They are recommended also to use focus group approach where a group of expert mediated by the 

researchers can discuss the factors that affect the adoption of cloud computing. Future, minority of the researches 

combined two or more theoretical model. Future work are advised to combine UTAUT and TOE or UTAUT and DOI to 

better explain the variation in the cloud computing adoption. 

Sample size of some studies are limited to 30 or 60 respondents. Future work are advised to expand the sample to include 

more respondent. A rule of thumb to use structural equation model requires a sample size more than 200 samples. Thus, 

future work are recommended to increase the sample size to this level. Users are the one who will use the cloud. Thus, 

future researchers are recommended to consider them the unit of analysis and collect the data from them. 

 

6. Conclusion 

This study was conducted to identify the factors that affect the cloud computing adoption in business organization. 

Consequently, the study reviewed 27 articles that are pertaining to the topic of this research. A frequency analysis was 

conducted to extract the factors from the reviewed articles. Decision makers can benefit from this study because it shows 

that security is the most important variables followed by compatibility of the existing system, relative advantage, 

complexity of the cloud, privacy, ease of use and usefulness. Thus, focusing on these variables could better explain the 

adoption. The TAM model still one of the widely used theoretical model in the context of cloud computing adoption.  
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Majority of the studies was conducted in the emerging economies such as Taiwan and high-tech industry has the largest 

share in the studies. The quantitative approach outperformed the qualitative and the sample size considered acceptable 

for most of the studies. IT professional was the unit analysis of majority of the studies. Future works are recommended 

to include security in their new models and they are recommended to combine two or more theoretical adoption model to 

increase the explanatory power of their models. 
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