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Abstract 

A The Internet of Medical Things (IoMT) has the potential to much improve healthcare 

services by means of better data availability and real-time monitoring. Still, security and 

privacy concerns are big obstacles to its adoption. This research investigates the factors 

affecting Saudi Arabian users' behavioral intention to adoption IoMT systems with 

particular attention to privacy and security issues. Using the Unified Theory of 

Acceptance and Use of Technology (UTAUT), the study employs a quantitative method 

and analyzes survey data acquired from 191 respondents. The suggested model assesses 

how behavioral intent is impacted by performance expectancy, effort expectancy, social 

influence, security, privacy. The empirical results indicate that performance expectancy, 

effort expectancy, social influence, facilitating conditions, and security have a positive 

influence on the adoption of IoMT, while privacy has a major negative effect. High 

explanatory power allows the model to explain 43.6% of the variance in behavioral 

intention. Emphasizing the requirement of applying tight security precautions to resolve 

privacy issues and enhance trust in IoMT systems, the findings have significant practical 

consequences for Saudi Arabian healthcare decision-makers and technology innovators. 
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1. Introduction  

This Wireless health parameter monitoring is made possible by the Internet of Medical Things (IoMT) which lowers 

needless hospital stays and the related healthcare expenses. The IoMT industry encompasses wearable and home-based 

real-time health monitoring devices as well as point-of-care (POC) devices utilized in hospitals or other medical facilities. 

Wearable medical IoT devices can identify inadvertent falls in senior citizens. Even though falls are unavoidable for older 

adults chronic injuries can be avoided by keeping an eye on their surroundings and preventing accidents. Customers now 

have access to online storage services and automated detection technologies thanks to digital healthcare which is 

drastically changing traditional medical monitoring systems. Patients physicians and people living in remote areas can 

now readily obtain high-quality healthcare services because of this technological breakthrough. [1]. Thermometers 

glucose meters ECG readers ultrasounds and other healthcare center equipment with cloud storage and internet access 

allow users to keep an eye on their health. Technological developments that allow for direct patient-physician 

communication and insulin dosage adjustments are crucial for improvised healthcare. The idea of the smart bed which 

can change the beds position and angle according to the patients level of comfort has started to be implemented in 

contemporary healthcare facilities. Traditional home healthcare solutions are being revolutionized by IoMT-powered 

devices. For instance a smart drug dispensing system automatically uploads a persons clinical history to the cloud. This 

system lets doctors know when a patient forgets to take their medication and lets patients know when they need it. 

Urbanization industrial adaptation and technological advancements are driving up demands on the healthcare system. 

These devices can be used to enable routine healthcare monitoring. [2] with [3]. The Saudi King and government plan to 

increase private healthcare spending in Saudi Arabia from 25% to 35% by 2020 with regard to e-healthcare services.[4]. 

Saudi Arabias Vision 2030 seeks to make the Kingdom a prominent nation with a thriving economy and a leader in the 

Middle East and Asia. The provision of reasonably priced e-healthcare services to citizens is another aspect of this 

objective and vision. There is an urgent need to investigate ways to secure and make tamper-resistant smart hospital 

management systems in order to reach the goal of highly effective secure and reliable systems. Additionally the Saudi 
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Arabian economy will benefit from a smart hospital management system in numerous ways. Patients and foreign investors 

will be drawn to the Arab healthcare sector by sophisticated hospital services and advanced security measures. A smart 

hospital management system must digitize all services offered by healthcare providers. However there are risks associated 

with integrating a traditional IoT and IoM environment in a smart hospital management system according to current IoT 

security and hacking statistics [5]. The goal of this proposed work is to develop a methodical procedure for using IoT and 

IoM devices to manage smart hospitals [6]. Our studys second major focus is Saudi Arabias smart hospital management 

system security. The difficulties that smart healthcare organizations face are substantial and grave. This study offers a 

novel approach: investigating methods for setting up safe smart hospital management systems in Saudi Arabia an area 

that hasn’t been studied before. 

 

2. Literature Review 

The Internet of Medical Things (IoMT) has great potential to improve patient outcomes and healthcare efficiency user 

perceptions of security and privacy have a big impact on its adoption. Concerns about perceived risk trust data 

confidentiality and regulatory compliance have been found to be important elements influencing patient and healthcare 

professional acceptance. As a result current research highlights the direct and indirect effects of privacy and security 

considerations on behavioral intention to adopt IoMT systems by incorporating them into technology acceptance models. 

[7]. 

This section examines pertinent research that discusses security and privacy as factors influencing IoMT adoption and 

acceptance. Kamalov and others. In order to facilitate the safe deployment of Internet of Medical Things (IoMT) systems 

[8] (2023) examined privacy and security issues. The study looked at encryption techniques security flaws data privacy 

risks and a lack of standardization. The results demonstrated that while contemporary security measures lower risks 

communication and interoperability flaws continue to erode trust and impede IoMT adoption. Alhumaid & Co. [9] (2025) 

looked into what influences the adoption of IoT technologies including IoMT applications in settings related to healthcare. 

Within a framework of technology acceptance the study concentrated on perceived utility usability and privacy and 

security perceptions. The findings showed that while privacy and security concerns indirectly lower willingness to adopt 

IoMT systems positive user attitudes boost adoption intention. Mabina & Co. [10] (2024) investigated the security privacy 

and ethical issues influencing IoMT adoption in emerging healthcare systems. Weak data protection laws moral dilemmas 

inadequate encryption techniques and ignorance were among the factors examined. The findings demonstrated that IoMT 

adoption is severely hampered by inadequate privacy and regulatory frameworks highlighting the need for more robust 

governance. Joseph and others. [11] (2025) looked at the impact of cybersecurity risks on IoMT adoption in connected 

medical devices. Weak encryption insecure communication protocols and unauthorized access were the main topics of 

the study. Results showed that high perceived security risks lower acceptance and trust confirming security as a crucial 

factor in IoMT adoption. IoMT device security was analyzed by Akinbi and Paul Raj [12] (2025) to find weaknesses 

affecting user confidence. The study looked into communication vulnerabilities encryption defects and authentication 

weaknesses. The findings indicated that unless addressed security flaws limit the adoption of IoMT technologies by 

endangering data privacy and undermining user confidence. . 

 

2.1 Models and theories of technology acceptance 

2.2.1 UTAUT Theory 

Studies using the UTAUT2 model to assess the adoption and use of information and communication technologies (ICTs) 

are still limited. Therefore, the UTAUT2 model is used in this study. This model was developed by modifying the UTAUT 

model [13] to make it more customer-centric. The UTAUT2 model is well-suited for assessing technology adoption and 

customer acceptance. 

The UTAUT2 framework modifies structures based solely on skills, gender, and age. Because the target audience doesn't 

need to use machines, free usage is less common. UTAUT2 adds three more structures: the cost of habit versus money, 

and the pleasurable incentive. Rationalizing behavioral goals and user behavior, the pleasurable incentive, and price 

values contribute to clarifying the purpose of actions and habits. Unlike UTAUT, UTAUT2 extensions achieve significant 

improvements in behavioral intent variability (56–74%) and time used (40–52%) [13] (Venkatesh Thong and Xu, 2012). 

However, [14] argues that the value-for-money concept should be removed if the system is made available to the public. 
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2.2 Theoretical model proposal  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1  Proposed framework 

 

3 Methodology 

3.1 Population and sampling  

Amid July and September 2024, electronic questionnaires were used to conduct a self-administered survey in Saudi 

Arabia. The sampling frame was based on a random sampling method. Two hundred valid responses were collected from 

patients. Missing, outlier, and normal values were processed through data cleaning and screening procedures. As a 

consequence of these procedures, 9  cases were excluded, including those that did not answer their questions, those lacking 

data, and anomalies. Ultimately, 191 acceptable responses were retained for statistical analysis. 

3.2 Instrument 

The specialists used a five-point Likert scale questionnaire to collect data and participant responses. Responses ranged 

from (1) strongly disagree to (5) strongly agree on a scale of one to five. Cronbach's alpha coefficient, shown in Table 2, 

was used to assess the reliability of the pilot study. 

Table 1  Instrument 

 

4. Test The Hypotheses of The Study 

This study's model explained 43.6% of the variance in business intelligence, demonstrating its goodness of fit and showing 

that the majority of factors predicting mobile IoT adoption were included. This variance is also explained by the current 

study's model's high degree of similarity to the capabilities of the original UTAUT model [15]. Overall, six path 

relationships were tested in this study, and the results indicated six statistically significant (hypothetically) significant 

relationships with the behavioral intention to adopt mobile IoT. 

Variables  Items Cronbach's alpha 

Behavioral intention to use IOMT 4 0.834 

Facilitating conditions  5 0.748 

Performance expectancy  4 0.851 

Effort expectancy  5 0.724 

Social influence 

Privacy 

Security  

5 

4 

5 

0.842 

0.884 

0.795 
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Hypotheses:  

H 1 The effort expectation has a positive influence on intention for use of IOMT.,  

H2: The performance expectation has a positive influence on intention for usage of IOMT. 

H3: The Social influence has a positive influence on intention for usage of IOMT. 

H4: Facilitating circumstances has a positive impact on intention for usage of IOMT. 

H5: security has a positive impact on intention for usage of IOMT. 

H6: The privacy has a negative influence on intention for usage of IOMT. 

 

Table2: Model Summary 

Model R R Square Adjusted R Square Std. Error of the Estimate 

1 .660a .436 .432 3.32623 

a. Predictors: (Constant), SOL, privacy, EFE, PEXP, PCC, security 

 

Table3: ANOVAa 

 

Model Sum of Squares df Mean Square F Sig. 

1 Regression 7436.523 6 1239.421 112.025 .000b 

Residual 9636.567 871 11.064   

Total 17073.090 877    

a. Dependent Variable: INT 

b. Predictors: (Constant), SOL, privacy, EFE, PEXP, PCC, security 

 

Table4: Coefficientsa 

 

Model Unstandardized Coefficients Standardized 

Coefficients 

t Sig. 

B Std. Error Beta 

1 (Constant) 8.014 .648  12.358 .000 

security .092 .038 .078 2.416 .016 

privacy -.355 .021 -.474 -17.168 .000 

PEXP .266 .035 .226 7.551 .000 

EFE .160 .037 .131 4.368 .000 

PCC .135 .043 .100 3.170 .002 

SOL .079 .028 .085 2.804 .005 

a. Dependent Variable: INT 

 

5. Discussion 

In the acceptance and use of medical process management technologies in general, effort expectancy is positively 

correlated. The first hypothesis (H1) was proposed, defended, and supported in this study. [16] also emphasize the 

importance of effort expectancy, noting that 15% of all barriers to adopting electronic health records in Saudi Arabia were 

related to effort expectancy. Additionally, perceived performance is positively correlated. The second hypothesis (H2) 

was proposed and supported in this study. It was also noted that perceived deficits in IT performance are a significant 

barrier in healthcare, and studies on the adoption of electronic health records in Saudi Arabia have indicated that a lack 

of perceived benefit or perceived performance contributes to 15% of the total barriers [16]. 
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However, social influence is positively correlated. Hypothesis H3 was proposed, promoted, and supported in this study. 

Social networks play a crucial role in the adoption or acceptance of IoT technologies, as it has been generally observed 

that IoT users seek help and advice from their families, peers, and colleagues to clarify any doubts they have about the 

product [17]. 

In addition, enabling conditions are positively correlated. Hypothesis H4 was proposed, promoted, and supported in this 

study. Enabling conditions have a statistically significant combined positive effect on IoT adoption motivations [19]. 

Furthermore, security is positively correlated. Hypothesis H5 was proposed, promoted, and supported in this study. Al-

Qahtani’s study [19] indicated that privacy and security issues are major obstacles preventing the Saudi healthcare sector 

from adopting IoT technology. Al-Qahtani, A. (2020). Moreover, [20] found that privacy and security are the primary 

concerns of patients regarding their health records, and a study by [21] provided empirical evidence on the role of privacy 

and security from the perspective of personal health records. However, an inverse relationship exists between privacy and 

security. This study introduces and supports the H6 hypothesis, asserting that violations of personal information privacy 

should be addressed by managing the security challenges rather than through individual resistance. In this way, translucent 

protection standards will be important for the successful transition to smart cities. Brown [20]. 

6. Conclusion  

The present study analysed the privacy, security, and utaut factors that influence the acceptance of iomt. The study 

successfully achieved its objective of examining the factors affecting the acceptance and use of these services in Saudi 

Arabia and developing a proposed model. This study expanded the scope of the UTAUT test to achieve its objectives, 

validating it through reliable statistical analyses. The results obtained using UTAUT can be used as numerical data, thus 

providing a basis and justification for decisions of decision-makers’. This result may also contribute to enhancing the 

knowledge of developers of electronic medical process management (IOMT) applications by improving existing 

applications based on the weaknesses highlighted by the study. Furthermore, this result strengthens the position of IOMT, 

particularly regarding the acceptance and use of stored data records in healthcare institutions. It is also expected that 

adaptive user characteristics such as security, privacy, aspects of UTAUT and reuse of these results, which are recognized 

and used in IOMT, will help in creating UTAUT. 
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